NHOOPMAIIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA

C KaXIpIM TOJOM MOJIOJCKH B MHTEPHETE CTAHOBHUTHCS OOJIBINE, a IIKOJbHUKU OIHH U3
CaMbIX aKTUBHBIX IOJb30BaTenedl PyHera. Mexnay TeMm, MOMHUMO OTPOMHOIO KOJWYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MpOOJIeMbl. DTa MaMsITKa JO0DKHA MTOMOYbh TeOe 0e30MmacHo
HaXOJUTHCS B CETH.

Komnbrorepabie BUpPyChbl

KoMmnbrorepHslii BUPYC - 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOIPaMM, OTIIMYUTEIBLHON
0COOEHHOCTBIO KOTOPOH SIBIIS€TCS CIIOCOOHOCTh K pasMHOXKEHHIO0. B pononHeHune K 3TOMY,
BUPYCHl MOTYT TOBPEAWTh WM IOJHOCTBIO YHHUYTOXUTh Bce (Qailibl W JaHHEBIE,
IOJKOHTPOJIbHBIE M0JIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apa)kKeHHasl IporpaMma,
a TaKXKe MOBPEIUTh WIM JIa)Ke YHUUYTOXXUTH OINEPALMOHHYIO CHCTEMY CO BceMH (Qaiimamu B
nesoM. B GonbIIMHCTBE CilyyaeB pacpoCTPaHsAIOTCS BUPYChI Uepe3 HHTEPHET.

MGTOIH)I 3aIl0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. I/ICHOHBBYﬁ COBPCMCHHBLIC OIICPALIMOHHBIC CHCTCMbI, MMCIOIIUC Cepbe?»HHﬁ YPOBCHb
3alIUTBI OT BPCAOHOCHBIX ITPOrpaMMm;

2. TlocrossHHO ycTaHaBiuBail mautu (UMGPOBBIE 3aMJIATKH, KOTOpPHIE aBTOMAaTHYECKH
YCTAHABJIMBAIOTCS C IMENbI0  JOpabOTKM TPOTpaMMbl) W Apyrue OOHOBJICHHS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJNBKO ¢ odunmaibHoro caita pazpadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJIEHUS, BKIIIOUH €T0;

3. Paboraii Ha cBOEM KOMIIBOTEPC IO IIpaBaMM I10JIb30BATCIIA, 4 HC aJMHUHHCTPATOpA.
OTO HE IO3BOJHUT 6OJII)HII/IHCTBy BPCAOHOCHBIX IIpOrpaMM HHCTAJLNIMPOBATLCA Ha TBOEM
MNEPpCOHAIIbHOM KOMIIBIOTCPCE,

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIE MPOAYKTHI M3BECTHBIX IPOU3BOJUTENEH, C
aBTOMaTHYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub pU3NYECKUIN TOCTYN K KOMIBIOTEPY /711 HTOCTOPOHHUX JIMII;

6. Vcnonp3yit BHEIIHWE HOCUTENN MH(pOpMAIMY, Takue Kak (iemka, AMcK uiu ¢ailn u3
MHTEPHETA, TOJIBKO U3 MIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIbIOTEpHBIE (DaiiiIbl, MOTyYEHHbIE U3 HEHAIS)KHBIX UCTOYHUKOB. Jlaxe
Te (ailsibl, KOTOpPbIE MPUCIA TBOW 3HAKOMBIH. Jlydllle yTo4HM y HEro, OTIPaBJIsl U OH TeOe ux.

Ceru WI-FI

Wi-Fi - 370 He Bu Mepenaun JaHHBIX, HE TEXHOJOTHSI, a BCETO JHIIb OpeH 1, Mapka. Emie B
1991 rony Hupaepnanackas kommnanus 3apeructpupoBana Openn "WECA", uro o6o3nauano
coBocouetanue "Wireless Fidelity", koTopsrit mepeBoauTcs Kak "GeCIpoOBOAHAS TOYHOCTH".

Jlo Hamiero BpeMeHM Jonula Jpyras abOpeBuarypa, KOTOpas SIBJISETCS TakoW ke
TexHoJoruei. Oto abopeBuatypa "Wi-Fi". Takoe Ha3BaHHe OBUIO JaHO C HAMEKOM Ha CTaHIApPT
BBICIIEH 3ByKOBOI TexHUKHM Hi-Fi, uTo B mepeBosie 03HavaeT "BbICOKas TOYHOCTB".



Ja, OecrulaTHBI MHTEPHET-IOCTYH B Kade, OTEeNsX M a’pornoprax SBISETCS OTINYHOM
BO3MOXKHOCTBIO BBIXOJId B MHTEpHET. HO MHOTHE dKCIepThl CUUTAIOT, YTo odmenoctynabie Wi-
Fi cetn He sBisItOTCS GE30MIACHBIMMU.

Cogertsl 110 6e30macHoCTH paboThl B 00meaocTymHbix cetsx Wi-fi:

1. He mnepemaBaii cBoro JmuHyro uHpOpMaimioo dvepe3 odOmienoctymubie Wi-Fi ceru.
Pabotast B HUX, XKeJIaTeJIbHO HE BBOAUTH HAPOJIU JJOCTYIIA, JIOTHHBI M KaKUe-TO HOMeEpa;

2. VUcnonp3yih u OOHOBISI aHTUBUPYCHBIE MporpamMmbl U Opanamayep. Tem caMbIM Thl
obe3onacuiib ceds 0T 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnons3zoBanuu Wi-Fi otkmoun ¢yskiuo "OOmmii moctynm K Qaiinam u
npuntepam". JlanHas (yHKUOMS 3aKphiTa MO0 YMOJYaHHIO, OJHAKO HEKOTOPBIC MOJIb30BATEIH
AKTUBUPYIOT €€ JUIsl y100CTBa HCIOIb30BaHus B paboTe miu yueoe;

4. He ucnonp3yit nyomuunsii WI-FI mist mepemaun JUYHBIX JT@aHHBIX, HApUMEp IS
BBIXO/Ia B COIIMAIILHBIC CETH WIH B AJICKTPOHHYIO TTOUTY;

5. Mcnonp3yii Tonpko 3amuiieHHoe coeauHenue uepe3 HTTPS, a ne HTTP, t.e. mpu
Habope BeO-aapeca BBoau umenHo "https://*;

6. B MmobouisHOM Tenedone otkmoun Gpynkuto "Tloakmouenue k Wi-Fi aBromatiuecku".
He nomyckait aBToMaTndeckoro noAkito4YeHus ycrpoiictsa k cersm Wi-Fi 6e3 TBoero cornacwusi.

CoumnajnHble ceTH

ConuasibHble CETH aKTUBHO BXOJAT B Hally JKHW3Hb, MHOTHE JIOAU PAaOOTAIOT U XKUBYT TaM
HoCTOSIHHO, a B Facebook yie 3apeructpupoBaH MHJUTHAPI YETIOBEK, YTO SIBISIETCS OIHOU
CelbMOM BCEX KHUTeNed IIaHeThl. MHOrue IoJjib30BaTed HE MOHUMAIOT, YTO MH(popMaius,
pasMelleHHas UMU B COLIMAIbHBIX CETSAX, MOXKET ObITh HalJieHa M UCIIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNIbHO ¢ O1aruMy HaMEPEeHHUSIMH.

OCHOBHBIEC COBETHI 10 0€30IIACHOCTH B COMHUAJIbHBIX CCTAX:

1. Orpannup cnucok apys3eil. Y TeOs B JApy3bsX HE JOJDKHO OBbITh CIy4alHBIX U
HE3HAKOMBIX JIIOJCH;

2. 3amuiail cBoo 4acTHYO Ku3Hb. He yka3piBail mapoinu, TenedoHsl, aapeca, 1aTy TBOETO
POXJIEHUS U JIPYTYIO JUYHYIO HH(pOpMaIMio. 37I0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh JIaXe
I/IHq)OpMaHI/IIO 0 TOM, KaK Tbl 1 TBOU POAUTCIIN IIJIAHUPYCTEC MPOBCCTHU KAHUKYJIbI;

3. 3amumniail cBOIO penmyTaluio - IepKU ee B YUCTOTE U 3ajaBail cebe BOIpoc: XOTen Obl
ThI, YTOOBI JAPYTUE MOJIH30BATEIN BUICIH, YTO ThI 3arpyxaemib? [logymait, mpexae ueM 4To-To
OIyOJIMKOBATh, HAMMKICATD U 3aTPY3UTh;

4. Ecnu ThI TOBOPHIIB C JHOJBMH, KOTOPBIX HE 3HACIIb, HE MCIOJbB3Yyl CBOE PEANbHOE UMS
U JIpYTYIO JIMYHYIO MH(OPMAITUK: UMsI, MECTO KHUTEIbCTBA, MECTO y4eObl U IIpoUeE;

5. U36eraii pazmemenus dotorpaduii B UIHTEpHETE, TIe ThI M300pakeH Ha MECTHOCTH, TI0
KOTOPOU MOYKHO OIPENETUTH TBOE MECTOIONIOKEHNUE;

6. [Ipu perucTpanuui B COIMATBLHON CETH HEOOXOJAMMO HCIIOJIB30BATh CIIOXKHBIE MAPOJIH,
cocrosmue u3 OykB ¥ QP U C KOTUIECTBOM 3HAKOB HE MEHEe §;



7. Jns conuanbHOM CETH, MOYThI U APYTHUX CANTOB HEOOXOIUMO HCIIONb30BaTh pa3HbIC
naposu. Toraa eciu Te0s B310OMAIOT, TO 3J0YMBIIUIEHHUKU MOIYy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

3.]'[eKTp0HH]>Ie JACHBI'H

DJNEeKTPOHHBIE JEHBIH - 3TO OYEeHb YIOOHBIA CHOCOO IUIaTe)KeH, OJHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST HOJXYYUTh 3TH JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCOABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax 40 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ IMPOIHUCAHO B 3aKOHE, I/I€ UX Pa3ACISIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIC U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MPOBOAUTH oOnepauuu 0e3 WACHTH(PHUKAIMK MOJIb30BaTeNsl, a B
HEaHOHMMHBIX MIEHTU(DUKALNSA I0TIb30BATEN ABIsAETCA 0053aTENbHOM.

Taxke ciemyer pa3nuyarh 3JCKTPOHHBIE (HATHBIE NEHBIUM (PAaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HE(HUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaJIOTaM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBsku Kk cueTy MOOWMIBHBINA TenedoH. ITO camblii YAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUThH JIOCTYI K cueTy. [IpuBs3aHHBIA TeneOH ITOMOXKET, eCiM 3a0yJelib CBOM
TUTATS)KHBIA TTAPOJTb WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonb3y#t omHopasoBkie mapoiu. [lociie mepexoa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yke He OyZeT yrpoKaTh OMAaCHOCTh KPa)Ku HJIM MepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu cnoxHbIit mapois. [Ipectynmaukam OyaeT HE MPOCTO YraaaTh CIOXKHBIA MapoJlb.
HanexHble maponu - 3T0 Mapoju, KOTOpblE COAEp)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTpPOYHBIE U TPONUCHBbIE OYKBbI, HU(PH U HECKOJIBKO CHUMBOJIOB, TAaKM€ KaK 3HAK J0JJiapa,
(yHTa, BOCKIMIaTeNbHBIN 3HaK U T.1. Hampumep, $tRONQ!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
DJIeKTPOHHAA MOYTA

DNeKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU M0 MEPEChUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE paCHpeleNsioTCs B KOMIBIOTEPHOH CETH.
O6b1uHO 3JIEKTPOHHBIN MMOYTOBBIN SIIAK BBITJISIIUT CIEAYIOIIUM o0OpazoM:
UMs_TIONb30BaTeNA(@uUMs_ToMeHa. Takke KpoMme Tepeadyd TMpPOCTOro TEeKCTa, HMeEeTCs
BO3MO>KHOCTH TIepe/iaBaTh (hanibl.

OcHoBHBIE COBETHI 110 0e30MacHOoi paboTe ¢ IMEKTPOHHON MOUTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIHA B
pEUTHHTE;

2. He yka3pIBail B NUYHOM mouTe Nu4Hyro uMHpopmauuto. Hampumep, mydmie BbIOpaTh
"My3bIKabHbIN  panat@" uiun "pokx2013" Bmecto "temal3";



3. Vcnonp3yil ABYXATAHYIO aBTOPU3aLMI0. JTO KOTJa IOMUMO IapoJis HYKHO BBOAMTH
KOJI, IpHUChIIaeMbIii mo SMS;

4. BoiOepu cioxHBIA Taponb. IS KakIOTo IMOYTOBOTO SIIHUKA JOMKEH OBITh CBOM
HaJIC’)KHbINA, YCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecinm ecTh BO3MOXKHOCTB HAlKMCaTb CaMOMY CBOW JIMYHBIM BOIIPOC, MCIIOJB3YH 3TY
BO3MO>KHOCTB;

6. HMcnonp3yll HECKOJBKO IIOYTOBBIX SIUMKOB. IlepBbIii A 4acTHOM HEpEenucKu ¢
azpecaTamMM, KOTOPBIM Tbl JOBEps€HIb. JTO 3JIEKTPOHHBIM agpec HE HAJO0 HCIOJIB30BaTh IIPU
peructpanuu Ha Gopymax u caiTax;

7. He oTkpbIBail (haiisibl U Ipyrue BIOXKEHHUS B MHCbMaX, AaXK€ €CJIM OHU IPUIIUIA OT TBOUX
npy3ei. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe ATH (paiiisr;

8. Ilocie okoHuYaHMs PabOTHI Ha IMOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKJIAJKH C CalTOM
He 3a0y/p HaKaTh Ha "BeriiT".

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KubepOymnuar - npecieoBaHue COOOLMICHUSIMH, COJIEPKAIUMEI OCKOPOJICHHUS, arpeccHro,
3allyTHBaHKe; XYJIUTAaHCTBO, COLMAIbHOEC OOMKOTHPOBAHHE C MOMOIIBIO PAa3IMYHBIX HHTCPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 O0pbOE ¢ KHOEPOYITUHIOM:

1. He Opocaiics B 60ii. Jlyuammii crmoco0: TOCOBETOBAThCS KaK ceOst BECTH U, €CIIM HET TOTO,
K KOMYy MOXHO OOpaTuThCs, TO BHAdYaje YCIOKOMThCS. EciaM Thl HavHEIlb OTBEYaTh
OCKOPOJICHUSIMH Ha OCKOPOJICHHSI, TO TOJIBKO €Ille OOJIbIIE Pa30XKKellb KOH(IHUKT;

2. Vrpagisii cBoel kubeppenyraiuei;

3. AHoOHUMHOCTh B ceTd MHHUMas. CylIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a
QHOHMMHBIM aKKayHTOM;

4. He crouT BecTH XyIUTraHCKUI 00pa3 BUPTyasbHOM XKu3HU. VIHTEepHET (uKcupyeT Bce
TBOM JICMCTBUS U COXpaHSAET UX. Y AAUTh UX OyAeT KpaiiHe 3aTpyIHUTEIbHO;

5. Cobmrosiaii CBOO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHUuYHBIA HeratuB. OJHOPa30Bble OCKOPOMTEIbHBIE COOOLICHHUS JIyyllle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpaliaeTcs Ha Ha4aabHOW CTaauy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COLUATBHBIX
CETSAX €CTh BO3MOXXHOCTH OJJOKHPOBKU OTIPABKU COOOIIEHUN C OTIPEICTICHHBIX aJpPECOB;

8. Ecmm 1Bl cBugerens kubepOyumHra. TBow [JeHCTBHSA: BBICTYIUTH IPOTUB
mpecieoBaTeNsi, MoKa3aTh €My, 4TO €ro JCHCTBUS OLIEHWBAIOTCS HEraTUBHO, IOJAJIEPKaTh
KEpPTBY, KOTOPOM HYXKHA IICUXOJOrMYecKass IIOMOIb, COOOIIMTH B3pOCIHBIM O (aKTe
arpecCUBHOTO MOBEJCHUS B CETH.

MoOnJibHbII Tes1e)oH



CoBpemenHble cMapT(OHBI U TUIAHIIETHI COAEPXKAT B ceOe BIIOJIHE B3POCIbIN (PYHKIIMOHA,
U Telepb OHU MOTYT KOHKYpHUpPOBAaTh CO CTALIMOHAPHBIMHM KoMIbtoTepaMu. OnHAKoO, CpelicTB
3alIUTHI JIs1 TOJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TeCcTMpOBaHUE U MOUCK YSI3BUMOCTEH B
HUX HIPOMCXOJUT HEe Tak MHTeHCUBHO, kak ais I[IK, To xe camoe kacaercst U MOOMJIBHBIX
IIPUIIOKEHUN.

CoBpeMeHHbIC MOOHIIbHBIC Opay3epbl y)Ke MPaKTHYECKH JOTHAIU HACTOJbHBIC aHAJIOTH,
OJIHAKO pacmupeHue (yHKIMOHAIa BIeYeT 3a CO00H OONBIIYI0 CII0XHOCTh W MEHBIIYIO
3aIIUIIIEHHOCTb.

Jlaneko He BCE MPOU3BOAUTENM BBITYCKAIOT OOHOBIICHUS, 3aKPBIBAIOLINE KPUTHUECKHUE
YSI3BUMOCTH JUIsl CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIBHOTO TesieoHa:

Huuero He sBisgercss mo-HacrosimeMmy OeciuiaTHeIM. Bynb ocroposkeH, Belp Korja tebe
npeiaraloT 0eCIuIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexxae ueM oTnpaButb SMS, ¢oto mwnu Buneo. Thl TOUHO 3HACIID, I/I€ OHU OYAYT
B KOHEYHOM HTOTE?

Heo6x011M0 0OHOBIIATH ONEPAIMIOHHYIO CUCTEMY TBOETO CMapT(OHa;
Hcnonp3yit aHTUBUPYCHBIE IPOTPAMMBI 1711 MOOHMIIBHBIX TeNIC(OHOB;

He 3arpy>1<a171 MMPUIIOKCHUA OT HCU3BCCTHOI'O HMCTOYHHKA, BCAb OHHU MOI'YT COACPIKATH
BPCAOHOCHOC NIPOIrpaMMHOC O6€CH€‘I€HI/IC;

[Tocme TOro Kak Thl BBIAJEINL C CaiiTa, IJie BBOJWI JMYHYIO HH()OPMAIMIO, 3aiad B
HACTpOKK Opay3epa u yaanu COOKIes;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHC IJIATHLIC YCIIYI'H aKTUBUPOBAHBI HA TBOCM HOMCPCE,

JlaBail cBoil HOMep MOOUIIBLHOTO TenedoHa TOIBKO JIIOASIM, KOTOPBIX Thl 3HACllb U KOMY
JIOBEpsICLIb;

Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl MM HE MOJb3yelibcs. He 3a0biBaii mHOTIA
IIPOBEPATH ITO.

Online urpsr

CoBpeMEHHBIE  OHJIAWH-UTPBI - 3TO KPAacOUYHBbIE, 3aXBaTbIBAIOLIUE DPA3BJICUCHUS,
00BEAMHSIONINE COTHU ThICAY YENIOBEK MO0 BceMy Mupy. MUrpoku uccineayroT JaHHBIM UM MUp,
00IIaI0TCs IPYT € APYTOM, BBIIOJHSIOT 3a/laHUs, CPAXKAIOTCS ¢ MOHCTPaMH U TOJIY4aroT OIBIT.
3a yIOBOJILCTBHE OHHU ILIATAT: MOKYNAOT JUCK, OIUIAYMBAIOT a0OHEMEHT WM IpUOOpEeTaroT
KAaKHe-TO OILIHUH.

Bce atu cpenctBa uayr Ha mojAepXkaHHEe M Pa3BUTHUE WIPHI, a TakXkKe Ha camy
0€30I1aCHOCTh: COBEPIIECHCTBYIOTCSI CHCTEMbl aBTOPU3AlLlMH, BBITYCKAIOTCS HOBBIE MAT4U
(undpoBbIe 3aMIaTKU AJIS IPOrpaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaKu
TBOCTO MMapoJisd, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3aAlIUN OOJIBIIMHCTBA urp.



OCHOBHBIC COBETHI 10 0€30IIACHOCTH TBOECTO HUI'pOBOI'0 aKKayHTa:

1. Eciiu npyroit urpok BeneT ceOs TUIOXO0 WIIM CO3JaeT TeOe HENMPHUSTHOCTH, 3a0JOKUPYH
€ro B CIHCKE UTPOKOB;

2. HOX(&HYﬁCﬂ AAMHUHHUCTpAaTOpaM HMIPbI Ha IJIOXOC IMOBEACHHUE 3TOI'O UT'POKaA, KEJIATCIIbHO
IMPUIIOKUTH KAKUC-TO JOKA3aTCIILCTBA B BUAC CKPUHOB;

3. He yka3wiBaii inunyro nHpopmaiuio B mpodaiisie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii HeoduMaIbHbIE TATYA U MOJIBI;

6. Mcnonp3yil ClI0’KHBIE U pa3HbIE M1apOJIy;

7. Jaxe BO BpeMs WIpbl HE CTOUT OTKJIOYaTh aHTuBHpyc. [loka Thl urpaemib, TBOH
KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIN Kpaka JUIHbIX JaHHbIX

OObIYHOM Kpakel JeHer M JOKYMEHTOB CEroJHsl YK€ HHUKOIO HE YIUBHUIIb, HO C
pa3BUTHEM HMHTEPHET-TEXHOJIOTHH 3JIOYMBIIIICHHUKH IE€PEMECTHIIUCh B HMHTEPHET, U
IPOJOJDKAIOT 3aHUMAThCs "IOOUMBIM" 1€JI0M.

Tak mosiBUIaCh HOBas yrpo3a: WHTEPHET-MOIICHHMYECTBA WJIM (DUINMHL, TJIABHAS IEIb
KOTOPOT'O COCTOMT B IOJYYEHHH KOH(DUIECHIMAIBHBIX JAHHBIX IOJb30BATEIEH - JIOTMHOB U
napoieii. Ha anrmuiickom si3pike phishing uuraercs kak ¢ummar (ot fishing - peibnas mosis,
password - mapoJs).

OcHOBHBIE COBETHI IO OOPBHOE ¢ PUITHHTOM:

1. Cneau 3a cBonM akkayHTOM. Ecnu ThI mo103peBaetiib, 4TO TBOSI aHKETa ObLjIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JOKHPOBATh €€ M COOOIUTh aIMUHUCTPATOPaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Wcnonw3yit Ge3omacHble BeO-CaliThl, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOUCKOBBIX
CHCTEM;

3. Ucnonw3yii cinoxHble W pa3Hble maponau. Takum oOpazom, eciau TeOs B3JIOMAalOT, TO
3JI0YMBIIIJIEHHUKH TOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPOQHIIIO B CETH, @ HE KO BCEM;

4. Ecnu Tebst B3MoMalnu, TO HE0OXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPHIE
N00aBJIEHBI Y T€0SI B PY3bSAX, O TOM, UTO T€OS B3IOMAJIM M, BO3MOXHO, OT TBOETO UMEHH OyJeT
pacchuIaThCs ClaM M CCHUIKU Ha (PUITUHTOBBIE CAlTHI;

5. YcranoBu HazaexHsbli napoib (PIN) Ha MoOUIbHBIN TenedoH;
6. OTKIIIOYM cOXpaHeHUe mapoiis B Opaysepe;

7. He oTkpbIBaii (aityisl U Ipyrye BIOKEHUS B MIChMaX, TaKe €CJIU OHU MPHUIILIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUTA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyranus



[udposas pemyraius - 5TO HEraTHUBHAs WM MMO3WTHBHAsS MH(POpPMAaIUs B CETH O Tebe.
Komnpomerupyromas: nHbopmanus, pa3MelIeHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU x)u3HH. "llmdpoBas penyranms" - 3TO TBOH MUMHIK, KOTOPBINA
dopmupyercst u3 uHpopMalu o Tede B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yLIe6BI, TBOC (bI/IHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapaKTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJWKAaIMU JMYHOHW WH(OpManuu B
NHutepHeTe, HE MOHMMAasi BO3MOXHBIX NOCHEACTBHM. ThI Take HE CMOXEIIb J0raJaTbCsl O TOM,
yTo pororpadus, pazmerieHHas 5 JeT Ha3al, CTala MPUINHON O0TKa3a MPUHATH TOS Ha padoTy.

Kommenrapuu, pasmenienue TBoux ¢ororpaduii 1 Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOTOo, KaK Thl X YAaIuIIb. Thl HE 3Haelllb, KTO COXpaHUI 3Ty HH(OpMaIHIO, IToTaia
JM OHAa B IIOMCKOBBIC CHCTEMbl M COXPAaHMJIACh JM OHA, a IJABHOE: YTO MOAYMAIOT O Tebe
OKpY’Karollue JIOAHU, KOTOpble HAayT u yBUAAT 3T0. Hailtu nH(popmanyio MHOIo JIET CIycTs
CMOJKET JII000HM - Kak M3 J00pbhIX NMOOYKIEHHWH, TaK U C HaMEPEHHEM NPUUYUHUTH BpPEeL. ITO
MOYET OBITh KTO YI'OJHO.

OcHOBHBIE COBETHI 10 3aKTe H(POBOI pemyTanuu:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh M IepelnaBaTh y ceOs B Oiore wim B
COIIMATLHOM CETH,

2. B Hactpoiikax mpoduisi yCTaHOBM OTPaHMYCHHUSI Ha MPOCMOTP TBOETO MPOQMIISL U €ro
COJIEP’)KUMOT0, CJIeNai ero TOJbKO "1Isl Ipy3en';

3. He pa3memiaii u He yka3biBaii MH(MOpPMAIIHIO, KOTOPas MOXET KOT0-JUO0 OCKOpOJISATH
WY O0MXKATh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE MKOJBHUKHU - aKTUBHBIE MOJb30BaTeNU U(GPOBOTO mpocTpancTra. OIHAKO
JTAJIEKO HE BCE 3HAIOT, YTO MOJb30BaHWE MHOTHMHU BO3MOXKHOCTSIMHU HU(GPOBOrO MUpa TpedyeT
cOOJTI0IeHHSI TIPAaB HA UHTEJUICKTYAJIbHYIO COOCTBEHHOCTb.

TepmuH "MHTeNJIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Ppas3IMYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pETEeHMI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TPOAYKTHl W YCIyTd, M 3aKaHuMBasg KHHUramu, QotorpadusimMu, KUHOQUIBMaMH U
MY3bIKaJIbHBIMU POU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEJUIEKTYyaJlbHYI0O COOCTBEHHOCTh Ha MPOM3BEICHUS
HAyKH, JIUTEPATYpPbl U UCKYyCCTBA. ABTOPCKHUE ITpaBa BHICTYNAIOT B KAYECTBE TapaHTHH TOTO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TpyA aBTOpa He OyJIeT HampacHbIM, JacT €My CIpaBelIMBbIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTarax CBOEro TPynAa, MOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemieHust aBTopa He MOKET BOCIIPOU3BOJIUTH €TI0 POU3BEIEHUE, PACTIPOCTPAHSTH,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAABaTh, MMIOPTHUPOBATH, IYyCKaTb B MPOKAT, MyOJIUYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHTh B 3pUpe UK pa3meniats B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MporpaMMHOIO OOECeueHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JAaHHBIX K TBOMM AaKKayHTaMm J0 OJIOKHPOBKHM TBOETO YCTPOMCTBa, TIJie
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTajibHbIE
U OecrlaTHbIE TPOrPaMMBbl, KOTOPBIE MOXKHO HAWTH B CETH.



O nopraJjie

CereBu4ok.pp - TBOW TJIABHBIM COBETYMK B CETH. 37€Ch Thl MOXCIIb Yy3HaTh O
0€30MacHOCTH B CETU MOHSATHBIM U JOCTYIHBIM SI3BIKOM, @ MIPU BO3HUKHOBEHUM KPUTUUYECKOU
cUTyaluu oOpaTHTbCS 3a COBETOM. A TakKe MPUHATH y4acTUE B KOHKYypcax M CTaTh CaMbIM
U(POBBIM TPaKTaHUHOM !



